TaxCore.Api

Introduction

TaxCore.APl is designed to expose its functionalities to all external systems.
It enables integration of POSes, E-SDCs, accreditation tools and other clients that makes TaxCore ecosystem.
API documentation design is based on OpenAPI-Specification V2 (https://github.com/OAl/OpenAPI-Specification

)- You can use OpenAPI-Specification code generators (e.g. https://swagger.io/tools/swagger-codegen ) to quickly
build a proxy library for almost any programming language and platform.

NOTE:

Development, testing and technical review are all done in the Sandbox environment. The next step is the
administrative review process which enables getting accreditation for a specific country. Different countries have
different system names, and every environment has its own URL.

Content

Obtain a URL of the TaxCore.API Service from Digital Certificate

TaxCore.API service provides the configuration information of the current environment. In order to access
it, one must obtain URL of the TaxCore.API service from Secure Element digital certificate. This procedure
applies to any type of Secure Element.

Configuration
Every TaxCore.API instance provides services anyone can use to gather information about current
environment and all available environments from the current node.

Obtain a URL of the TaxCore.API Service from Digital
Certificate
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must obtain URL of the TaxCore.API service from Secure Element digital certificate. This procedure applies to any
type of Secure Element.

How to obtain TaxCore.APl URL

TaxCore.API URL is stored in a digital certificate of Secure Element as the value of OID. OID is dynamically created
when Secure Element is issued and depends on the target environment. For example, Test and Production
environments will have different OIDs, so that digital certificate issued for one environment cannot be used for
any purpose in another environment. Follow the steps to read the OID value from the digital certificate installed
on your computer:

1. Open the certificate installed on your computer

2. In the General tab, your certificate should have OID in this format 1.3.6.1.4.1.49952.X.Y.3.7

3. X and Y parameters identify the environment and their values change according to each
environment.

a Certificate X

General Detals  Cenification Path

?' Certificate Information

This certificate is intended for the following purpose(s):

* Proves your kentity to a remote computer
©1.3.6.1.4.1.49952.5.7.4.1

*1.3.6.1.4.1.49952.5.7.3.7 d—

* Refer to the certification authority’s statement for details,

Issued to: S8EU) New Beginning

Issued by: Taxcore Online Sandbox Issuing CA 1

Valid from 4/1/2021 to 4/1/2024

/' You have a private key that corresponds to this certificate.

Issuer Statement

OK

4. Click on the Details tab and find the line with an OID in this format - 1.3.6.1.4.1.49952.X.Y.5
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5.

Again, X and Y parameters identify the environment, and the values will vary according to different
environments, but they will be the same as on the General tab

Number 5 at the end identifies the TaxCore.APl URL

Read the value of this OID containing root URL of TaxCore.API Service
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In case Secure Element is in Smart Card format, URL of TaxCore.API services can be obtained at runtime using
Export Certificate APDU command, which returns digital certificate in DER format.

Configuration

Introduction

Every TaxCore.API instance provides services anyone can use to gather information about current environment
and all available environments from the current node.

These services should be used by all POS and E-SDC implementations to gather environment information and to
simplify technical review, accreditation, deployment and usage in various jurisdictions.

Content
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Configuration
This service returns information about environment configuration.

Tax Rates
This service returns information about defined tax rates for the environment.

Environments
This service returns a list of all available environments from the TaxCore.API.

Encryption Certificate
This service returns the public key of the TaxCore.API which can be used for encryption.

Configuration

This service returns information about environment configuration.

Endpoint

Endpoint Example

<TaxCore_API_URL_obtained_from_certificate_as_e: ~ https://api.sandbox.suf.poreskaupravars.c
here>/api/v3/configuration

HTTP Method
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GET

Authentication

No authentication

Response

Field
organizationName

serverTimeZone

Description

Name of the tax authority organization

Time zone of the server location

street Tax authority street address
city Tax authority city

country Tax authority country
endpoints List of available endpoints

environmentName

Name of the environment

logo Link to the tax authority's official logo
ntpServer NTP server used for time synchronization
supportedLanguages List of language-culture strings supported by TaxCore
Example
{
"organizationName": "Data Tech International",
"serverTimeZone": "Fiji Standard Time",
"street": "Kruzni put 7",
"city": "Belgrade",
"country": "RS",
"endpoints": {
"taxpayerAdminPortal": "https://tap.sandbox.taxcore.dti.rs:443/",
"taxCoreApi"™: "https://api.sandbox.taxcore.dti.rs:443/",
"vsdc": "https://vsdc.sandbox.taxcore.dti.rs:443/",
"root": "https://frontendui.sandbox.taxcore.dti.rs:443/v/?v1=""
} 14
"environmentName": "SANDBOX",
"logo": "https://i.imgur.com:443/tg5ad60.png?hash=69417669",
"ntpServer": "http://0.europe.pool.ntp.org:80/",

"supportedLanguages": [



"en-US",
"sr-Cyrl-RS"
]
}

Tax Rates

This service returns information about defined tax rates for the environment.

Endpoint

Endpoint Example

<TaxCore_API_URL_obtained_from_certificate_as_e: ~ https://api.sandbox.suf.poreskaupravars.c
here>/api/v3/tax-rates rates

HTTP Method

GET

Authentication

No authentication

Response

Field Description

currentTaxRates The currently active tax rate group.
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allTaxRates All tax rate groups ever used for the environment - can be used for reference when
issuing refunds. Also includes all approved future tax rate groups, with the date of their
activation.

Example

"currentTaxRates": |

{
"validFrom": "2020-08-03T12:56:56",

"groupId": 2,

"taxCategories": [
{
"name": "ECAL",
"categoryType": O,
"taxRates": |
{
"rate": 5,
"label": "D"
by
{
"rate": 11,
"label": "F"

}

1,
"orderId": 1

"name": "N-TAX",
"categoryType": O,
"taxRates": |
{
"rate": O,
"label": "N"
}

1,
"orderId": 2

"name": "PBL",
"categoryType": 2,
"taxRates": |
{
"rate": 0.5,
"label": "P"
}

1,
"orderId": 3

"name": "STT",
"categoryType": O,
"taxRates": |
{
"rate": 6,
"label": "E"
}

1,
"orderId": 4

"name": "VAT",
"categoryType": O,



"taxRates": [
{
"rate": 9,
"label": "A"
}I
{
"rate": 0,
"label": "B"
}
]l
"orderId": 5
}l
{
"name": "VAT-EXCL",
"categoryType": 1,
"taxRates": |
{
"rate": 0,
"label": "C"

}
]l
"orderId": 6
}
]
}
]I
"allTaxRates": [
{

"validFrom": "2020-08-02T21:04
"groupId": 1,
"taxCategories": [
{
"name": "ECAL",
"categoryType": O,
"taxRates": [
{
"rate": 5,
"label": "D"
}I
{
"rate": 11,
"label"™: "EF"
}
]l
"orderId": 1
}l
{
"name": "N-TAX",
"categoryType": O,
"taxRates": |
{
"rate": 0,
"label": "N"
}
]l
"orderId": 2

"name": "PBL",
"categoryType": 2,
"taxRates": [
{
"rate": 0.2,
"label": "P"

: 00",



"orderId": 3
}l
{
"name": "STT",
"categoryType": O,
"taxRates": |
{
"rate": o,
"label": "E"
}

1y
"orderId": 4

"name": "VAT",
"categoryType": O,
"taxRates": [
{
"rate": 9,
"label"™: "A"
}I
{
"rate": O,
"label": "B"
}
]l
"orderId": 5

"name": "VAT-EXCL",
"categoryType": 1,
"taxRates": [
{
"rate": 0,
"label": "C"
}

1y
"orderId": 6

]
}I
{
"validFrom": "2022-01-01T00:00
"groupId": 3,
"taxCategories": [
{
"name": "ECAL",
"categoryType": O,
"taxRates": [
{
"rate": 10,
"label"™: "F"
}
]l
"orderId": 5

"name": "PB",
"categoryType": 2,
"taxRates": [
{
"rate": 0.1,
"label": "P"
}

1y
"orderId": 6

:00z",



"name": "STT",
"categoryType": O,
"taxRates": [
{
"rate": 1,
"label": "E"
}

1,
"orderId": 2

"name": "VAT",
"categoryType": O,
"taxRates": [
{
"rate": 9,
"label": "A"
}

1,
"orderId": 1

—

Environments

This service returns a list of all available environments from the TaxCore.API.

Endpoint

Endpoint Example

<TaxCore_API_URL_obtained_from_certificate_as_e: =~ https://api.sandbox.suf.poreskaupravars.c

here>/api/v3/environments
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HTTP Method

GET

Authentication

No authentication

Response data

Field Description
name Name of the TaxCore environment

url Root Url of the TaxCore environment. You can construct other well-known Urls using
this value. For Examp|e’ apl .sandbox.taxcore.online and
vsdc.sandbox.taxcore.online

description Description of the environment. For eaxample, "for accreditation purposes only”

environmentName For internal use only

Example (not specific for any environment)

[
{

"name": "Sandbox",

"url": "sandbox.taxcore.online",
"description": "",
"environmentName": "SANDBOX"

Encryption Certificate

This service returns the public key of the TaxCore.API which can be used for encryption.

Endpoint

Endpoint Example

<TaxCore_API_URL obtained_from_certificate as_e;  https://api.sandbox.suf.poreskaupravars.c



here > /api/v3/encryption-certificate certificate

HTTP Method

GET

Authentication

No authentication

Response data

Response contains Base64 encoded raw data of TaxCore. APl X509 public key certificate used for encryption.

Example

"MITF8TCCBNmgAWIBAgIOH2Jcu+Xv118AAAAAINAWDQYJKoZIhveNAQELBQAWP
JELMAkKGA1UEBhMCU1MxDDAKBgNVBAOTAORUSTEhMB8GA1UEAXMYVGF4Q29yZSB
JQOExXIER1dAmVsb3BtZW50MB4XDTIwMDYxNzA4MJAXNVOXDTIzMDYXNzA4MzAXN
VowczELMAKGALUEBhMCU1MxDzANBgNVBAGTBIN1cmJpYTERMA8SGALUEBXMIQmMV
sZ3JhZGUxDDAKBgNVBAOTAORUSTENMASGAIUECXMEQ2 9y ZTERMA8GALUEBRMIZ
mYwN2RIMGYxXEDAOBgNVBAMTB1RheENvecmUwggEiMAOGCSgGSIb3DQEBAQUAAAT
BDwAWggEKAOIBAQCP6DtitC7kP3EWPWES6xJPD7Yn2S0mUzTy2vAsHmSeW41iHs
2£SY24kz1EpUKgHJhukmg7tIJwT+L4TIJDaQzFdK+Px1gYAFi0GeAu+WS3KaldyYO0
2/bS+rFvzLbuh29Jhd5ESPgP39X7DSA9fSB8bms/SmaI0h5gqT3NWL71eU9%tiG/
77srpVhzPP4/CI+0XYOQ5VIMvztGUXjsRIBcg8o2nHJadnDzz4kuyY5S5Mb4k6Nr
OTPMcTs8HgR2HEINTIplKEA46R8RvIQD4150BXmL+bEiKR68xXjoAXbBLICELV
CTIkFUOImuyHK1RRV3JCSbglfdRWcqIbkeCEYdeREOHPMABAGMBAAG)ggK2MI I
CsjAOBgNVHQ8BAf8ERAMCBDAWDWYDVROTAQH/BAUWAWIBADAXBgNVHSUEEDAOB
gwrBgEEAYOGIAEBAWYwggGJIBgNVHSAEggGAMI IBEDCBuwYMKwYBBAGDhi1ABAQQ SUNBMUR1dAmVsb3BtZW50LmN1cjANBgkgh
kiGI9wOBAQSFAAOCAQEA1I9pj /BFcQ711i/577kcCP2/0W8hi3Wr0O7UyESvSn+z7
53dBGlrlv3tkSswg¥YhoQmZsDifuviO2cnSEt0Q0yyBTUYS499xsIbGVZVzuEop
nFzgsgytarPtITho4DelLCnjtollxVh9PPzAT1fsz7xXHgfaex6x+HCKkWEkKUUFE
bze591b5MJo01z5zE9WxYZwdXy7mOxgdjyj TaNQTGRegDWeT1bA219/UZxHGBpr
TALfU7uAxdnCexPxim24sDk03/ZsVLghRFPUTFglEY8KOYYOL9aWxIWFuJFKsh
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