
TaxCore.Api

Introduction
TaxCore.API is designed to expose its functionalities to all external systems.

It enables integration of POSes, E-SDCs, accreditation tools and other clients that makes TaxCore ecosystem.

API documentation design is based on OpenAPI-Specification V2 (https://github.com/OAI/OpenAPI-Specification
). You can use OpenAPI-Specification code generators (e.g. https://swagger.io/tools/swagger-codegen ) to quickly
build a proxy library for almost any programming language and platform.

NOTE:
Development, testing and technical review are all done in the Sandbox environment. The next step is the
administrative review process which enables getting accreditation for a specific country. Different countries have
different system names, and every environment has its own URL.

Content

Obtain a URL of the TaxCore.API Service from Digital Certificate
TaxCore.API service provides the configuration information of the current environment. In order to access
it, one must obtain URL of the TaxCore.API service from Secure Element digital certificate. This procedure
applies to any type of Secure Element.

1.

Configuration
Every TaxCore.API instance provides services anyone can use to gather information about current
environment and all available environments from the current node.

2.

Obtain a URL of the TaxCore.API Service from Digital
Certificate

Introduction
TaxCore.API service provides the configuration information of the current environment. In order to access it, one
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must obtain URL of the TaxCore.API service from Secure Element digital certificate. This procedure applies to any
type of Secure Element.

How to obtain TaxCore.API URL
TaxCore.API URL is stored in a digital certificate of Secure Element as the value of OID. OID is dynamically created
when Secure Element is issued and depends on the target environment. For example, Test and Production
environments will have different OIDs, so that digital certificate issued for one environment cannot be used for
any purpose in another environment. Follow the steps to read the OID value from the digital certificate installed
on your computer:

Open the certificate installed on your computer1.
In the General tab, your certificate should have OID in this format 1.3.6.1.4.1.49952.X.Y.3.72.
X and Y parameters identify the environment and their values change according to each
environment.

3.

Click on the Details tab and find the line with an OID in this format - 1.3.6.1.4.1.49952.X.Y.54.



Again, X and Y parameters identify the environment, and the values will vary according to different
environments, but they will be the same as on the General tab

5.

Number 5 at the end identifies the TaxCore.API URL
6.

Read the value of this OID containing root URL of TaxCore.API Service
7.



In case Secure Element is in Smart Card format, URL of TaxCore.API services can be obtained at runtime using
Export Certificate APDU command, which returns digital certificate in DER format.

Configuration

Introduction
Every TaxCore.API instance provides services anyone can use to gather information about current environment
and all available environments from the current node.

These services should be used by all POS and E-SDC implementations to gather environment information and to
simplify technical review, accreditation, deployment and usage in various jurisdictions.

Content
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Configuration
This service returns information about environment configuration.

1.

Tax Rates
This service returns information about defined tax rates for the environment.

2.

Environments
This service returns a list of all available environments from the TaxCore.API.

3.

Encryption Certificate
This service returns the public key of the TaxCore.API which can be used for encryption.

4.

Configuration
This service returns information about environment configuration.

NOTE:
The same parameters can also be obtained from any SDC device (E-SDC or V-SDC) which is the preferred option
for obtaining this information - see POS to SDC Protocol.

Endpoint

Endpoint Example

<TaxCore_API_URL_obtained_from_certificate_as_explained_
here>/api/v3/configuration

https://api.sandbox.suf.poreskaupravars.org/api/v3/configuration

NOTE:
Development and production environments, as well the environments in different countries, have different URLs.
For this reason, URLs and names in your documentation, code and UI should not be hardcoded but configurable
or extracted from a digital certificate.

HTTP Method
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GET

Authentication
No authentication

Response

Field Description

organizationName Name of the tax authority organization

serverTimeZone Time zone of the server location

street Tax authority street address

city Tax authority city

country Tax authority country

endpoints List of available endpoints

environmentName Name of the environment

logo Link to the tax authority's official logo

ntpServer NTP server used for time synchronization

supportedLanguages List of language-culture strings supported by TaxCore

Example

{
  "organizationName": "Data Tech International",
  "serverTimeZone": "Fiji Standard Time",
  "street": "Kruzni put 7",
  "city": "Belgrade",
  "country": "RS",
  "endpoints": {
    "taxpayerAdminPortal": "https://tap.sandbox.taxcore.dti.rs:443/",
    "taxCoreApi": "https://api.sandbox.taxcore.dti.rs:443/",
    "vsdc": "https://vsdc.sandbox.taxcore.dti.rs:443/",
    "root": "https://frontendui.sandbox.taxcore.dti.rs:443/v/?vl="
  },
  "environmentName": "SANDBOX",
  "logo": "https://i.imgur.com:443/tg5ad6O.png?hash=69417669",
  "ntpServer": "http://0.europe.pool.ntp.org:80/",
  "supportedLanguages": [



    "en-US",
    "sr-Cyrl-RS"
  ]
}

Tax Rates
This service returns information about defined tax rates for the environment.

NOTE:
The same parameters can also be obtained from any SDC device (E-SDC or V-SDC) which is the preferred option
for obtaining this information - see POS to SDC Protocol.

Endpoint

Endpoint Example

<TaxCore_API_URL_obtained_from_certificate_as_explained_
here>/api/v3/tax-rates

https://api.sandbox.suf.poreskaupravars.org/api/v3/tax-
rates

NOTE:
Development and production environments, as well the environments in different countries, have different URLs.
For this reason, URLs and names in your documentation, code and UI should not be hardcoded but configurable
or extracted from a digital certificate.

HTTP Method

GET

Authentication
No authentication

Response

Field Description

currentTaxRates The currently active tax rate group.

https://tap.sandbox.suf.poreskaupravars.org/help/view/1563836329/POS-to-SDC-Protocol
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allTaxRates All tax rate groups ever used for the environment - can be used for reference when
issuing refunds. Also includes all approved future tax rate groups, with the date of their
activation.

Example

{
  "currentTaxRates": [
    {
      "validFrom": "2020-08-03T12:56:56",
      "groupId": 2,
      "taxCategories": [
        {
          "name": "ECAL",
          "categoryType": 0,
          "taxRates": [
            {
              "rate": 5,
              "label": "D"
            },
            {
              "rate": 11,
              "label": "F"
            }
          ],
          "orderId": 1
        },
        {
          "name": "N-TAX",
          "categoryType": 0,
          "taxRates": [
            {
              "rate": 0,
              "label": "N"
            }
          ],
          "orderId": 2
        },
        {
          "name": "PBL",
          "categoryType": 2,
          "taxRates": [
            {
              "rate": 0.5,
              "label": "P"
            }
          ],
          "orderId": 3
        },
        {
          "name": "STT",
          "categoryType": 0,
          "taxRates": [
            {
              "rate": 6,
              "label": "E"
            }
          ],
          "orderId": 4
        },
        {
          "name": "VAT",
          "categoryType": 0,



          "taxRates": [
            {
              "rate": 9,
              "label": "A"
            },
            {
              "rate": 0,
              "label": "B"
            }
          ],
          "orderId": 5
        },
        {
          "name": "VAT-EXCL",
          "categoryType": 1,
          "taxRates": [
            {
              "rate": 0,
              "label": "C"
            }
          ],
          "orderId": 6
        }
      ]
    }
  ],
  "allTaxRates": [
    {
      "validFrom": "2020-08-02T21:04:00",
      "groupId": 1,
      "taxCategories": [
        {
          "name": "ECAL",
          "categoryType": 0,
          "taxRates": [
            {
              "rate": 5,
              "label": "D"
            },
            {
              "rate": 11,
              "label": "F"
            }
          ],
          "orderId": 1
        },
        {
          "name": "N-TAX",
          "categoryType": 0,
          "taxRates": [
            {
              "rate": 0,
              "label": "N"
            }
          ],
          "orderId": 2
        },
        {
          "name": "PBL",
          "categoryType": 2,
          "taxRates": [
            {
              "rate": 0.2,
              "label": "P"
            }
          ],



          "orderId": 3
        },
        {
          "name": "STT",
          "categoryType": 0,
          "taxRates": [
            {
              "rate": 6,
              "label": "E"
            }
          ],
          "orderId": 4
        },
        {
          "name": "VAT",
          "categoryType": 0,
          "taxRates": [
            {
              "rate": 9,
              "label": "A"
            },
            {
              "rate": 0,
              "label": "B"
            }
          ],
          "orderId": 5
        },
        {
          "name": "VAT-EXCL",
          "categoryType": 1,
          "taxRates": [
            {
              "rate": 0,
              "label": "C"
            }
          ],
          "orderId": 6
        }
      ]
    },
    {
      "validFrom": "2022-01-01T00:00:00Z",
      "groupId": 3,
      "taxCategories": [
        {
          "name": "ECAL",
          "categoryType": 0,
          "taxRates": [
            {
              "rate": 10,
              "label": "F"
            }
          ],
          "orderId": 5
        },
        {
          "name": "PB",
          "categoryType": 2,
          "taxRates": [
            {
              "rate": 0.1,
              "label": "P"
            }
          ],
          "orderId": 6



        },
        {
          "name": "STT",
          "categoryType": 0,
          "taxRates": [
            {
              "rate": 1,
              "label": "E"
            }
          ],
          "orderId": 2
        },
        {
          "name": "VAT",
          "categoryType": 0,
          "taxRates": [
            {
              "rate": 9,
              "label": "A"
            }
          ],
          "orderId": 1
        }
      ]
    }
  ]
}

Environments
This service returns a list of all available environments from the TaxCore.API.

NOTE:
The same parameters can also be obtained from any SDC device (E-SDC or V-SDC) which is the preferred option
for obtaining this information - see POS to SDC Protocol.

Endpoint

Endpoint Example

<TaxCore_API_URL_obtained_from_certificate_as_explained_
here>/api/v3/environments

https://api.sandbox.suf.poreskaupravars.org/api/v3/environments

NOTE:
Development and production environments, as well the environments in different countries, have different URLs.
For this reason, URLs and names in your documentation, code and UI should not be hardcoded but configurable
or extracted from a digital certificate.
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HTTP Method

GET

Authentication
No authentication

Response data

Field Description

name Name of the TaxCore environment

url Root Url of the TaxCore environment. You can construct other well-known Urls using
this value. For Example, api.sandbox.taxcore.online and
vsdc.sandbox.taxcore.online

description Description of the environment. For eaxample, "for accreditation purposes only"

environmentName For internal use only

Example (not specific for any environment)

[
  {
    "name": "Sandbox",
    "url": "sandbox.taxcore.online",
    "description": "",
    "environmentName": "SANDBOX"
  }
]

Encryption Certificate
This service returns the public key of the TaxCore.API which can be used for encryption.

Endpoint

Endpoint Example

<TaxCore_API_URL_obtained_from_certificate_as_explained_https://api.sandbox.suf.poreskaupravars.org/api/v3/encryption-



here>/api/v3/encryption-certificate certificate

NOTE:
Development and production environments, as well the environments in different countries, have different URLs.
For this reason, URLs and names in your documentation, code and UI should not be hardcoded but configurable
or extracted from a digital certificate.

HTTP Method

GET

Authentication
No authentication

Response data

Response contains Base64 encoded raw data of TaxCore.API X509 public key certificate used for encryption.

Example

"MIIF8TCCBNmgAwIBAgIOH2Jcu+Xv1l8AAAAAJN4wDQYJKoZIhvcNAQELBQAwPhttps://tap.sandbox.suf.poreskaupravars.org/help/view/69417669/Obtain-a-URL-of-the-TaxCore.API-Service-from-Digital-Certificate


rHc3fQND9BzjT5Hj6T2CxqfEUUxgUkpFPkeOYEtmvE/rm03jSvA=="


